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Join other young European citizens in creating an online
scrap book about your rights on the Internet. Upload your
creations* to Facebook, Google+, Instagram, Pinterest,
Tumblr or Twitter, using one of our three hashtags:
#GDPRHaveYourSay, #GDPR or #childrights.

*Remember to change your privacy settings to “public” on any content you would like to contribute to the
GDPR publication. If you need further information, contact GDPR@MiudosSegurosNa.Net
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Teen Action Kit
Did you know that in May 2018 a General Data Protection Regulation (GDPR) 1 will come into effect in
the legal systems of all European Union countries? The good news is that this Regulation aims to protect your
privacy and personal data on Internet by making sure that social media and information service providers:
• treat your data transparently and fairly
• stop transferring your personal data to third parties without your explicit consent
• respect your “right to be forgotten”
• stop data-profiling on minors.
The bad news is that, unless we act now, the Regulation will stop anyone below age 16 from accessing
information society services (which means social media and many other websites) without consent from their
parent or carer (article 8) 2! Now imagine the consequences this could have for you if you are a teenager in the
EU. No more social networking or exploring new sites or apps unless your parent agrees each time? And what
about the consequences for children younger than 13?
You have the power to change this, because Article 8 of the GDPR says:
“Member States may provide by law for a lower age for those purposes provided that such lower age is not
below 13 years.”
This Teen Action Kit doesn’t just aim to get you thinking about your rights on the Internet, it also gives you the
possibility to make sure your voice is heard by national law makers and decision takers.
How? Post your creations and feedback on the activities in this kit to your favourite social media platform
(that accepts hashtags, i.e., Facebook, Google+, Instagram, Pinterest, Tumblr or Twitter) before 15 December
2017. Your work will be sent on to national and EU decision makers and will contribute to building an
Internet Rights scrap book and charter that will be publicly launched in January and February 2018. To allow
us to keep track of all submissions, we kindly request that you publish your creations using the hashtag
#GDPRHaveYourSay! If you also add the hashtag #GDPR and #childrights your ideas will reach even more people.
Teachers, youth leaders etc. will find some useful information and a glossary on the last pages of the kit.

1 http://www.privacy-regulation.eu/en
2 http://www.privacy-regulation.eu/en/8.htm
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1. Befriend your rights
Activity 1 Getting to know your rights!
The Universal Declaration of Human Rights 1 adopted in 1948 by the United Nations applies to all people, of
every nationality, religion, race and age. Children have the same human rights as adults. But because they are
more vulnerable than adults, they also need special care and protection. Their rights have been defined in a
special United Nations Convention (the UNCRC) 2 that has been signed by almost all countries in the world since
it came into existence in 1989. Article 12 of the UNCRC states that children have a right to know about their
rights and to be empowered to take action to promote and protect those rights. Write down and try to illustrate
a few special rights that you think children and teenagers need to protect. What responsibilities are linked to
these rights?

Activity 2 Meme your rights
How many of the rights protected by the UNCRC can you list? If you are not sure of your rights, take a look
at the short version of this convention at https://www.unicef.org/crc/files/Rights_overview.pdf. Which of your
rights could be at risk if you would need the consent of your parents or legal guardian every time you wished
to use a new social media or Internet service that gathers any personal data? Which of your parents’ rights
could be at risk?
Choose a partner or a small group to work with and write down 5 rights that are particularly important to you,
and that you think need to be most protected in today’s world. Create a meme for one or two of the 5 rights
you have defined. More information on how to create a meme: https://www.digitaltrends.com/social-media/
how-to-make-your-own-meme/.

Activity 3 Exercise your rights online 3
Human rights apply equally offline and online. In 2012, the United Nations Human Rights Council made a
historic affirmation 4 that the same rights that people have offline must also be protected online.
Promoting and ensuring digital rights of young people is important for a more inclusive online environment.
Have a discussion with your partner on what these rights mean in practice in the context of the Internet. Which
of these rights impact in any way on your privacy or personal data? Create a poster presenting examples of how
you can exercise your rights online. To create a poster, check these free online poster makers:
http://listoffreeware.com/list-of-free-online-poster-makers/

1 http://www.un.org/en/universal-declaration-human-rights/
http://www.youthforhumanrights.org/what-are-human-rights/universal-declaration-of-human-rights/articles-1-15.html
https://en.wikipedia.org/wiki/Universal_Declaration_of_Human_Rights
2 https://www.unicef.org.uk/what-we-do/un-convention-child-rights/
http://www.ohchr.org/EN/ProfessionalInterest/Pages/CRC.aspx
3 http://5rightsframework.com/
4 https://daccess-ods.un.org/access.nsf/Get?Open&DS=A/HRC/20/L.13&Lang=E
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2. Challenges around the corner
Article 8 1 of the GDPR, which will be adopted in all EU member states in 2018, makes 16 the default minimum
age at which young people can decide for themselves whether or not to join “information society services”.
Up to that age, they will need permission from their parent or guardian!

Activity 1 Speak your mind!
In a small group, share what you think about this age restriction. Write down on sticky notes the different
emotions you would experience if you had to ask your parent(s) or guardian for permission to use certain sites
on the Internet. How would you feel having to pester your parents to get permission to create a Facebook account, install an app or subscribe to an online service? What do you think about parents’ capacity to understand
the functioning of information society services and about being responsible for your privacy and personal data?
Gather together all sticky notes and take a photo of them.

Activity 2 Find a balance
Try to reflect on what impact the GDPR may have on your rights online. Which online activities, educational
and social opportunities will it affect most? Consider consequences in the school context and for young creators
and developers online.
Have a discussion on how to ensure children’s right to protection at the same time as ensuring their right to
participation. Create a mind map presenting your thoughts on these issues. To create your mind map, check out
the free open source mind mapping software at https://cloudsmallbusinessservice.com/blog/best-open-sourcemind-mapping-software-254388.html.

Activity 3 Hide or delete?
Nowadays 38% of 9-12 year olds already have their own profile on a social networking site (SNS) 2. And what if
some parents don’t give their consent for youngsters aged 13-16? Working with a partner or in a small group,
discuss the possible consequences of the parental consent requirement of the GDPR on young people’s behavior
and possible implications for their safety. What about young people who have been building their SNS profiles
for some years now? Create a comic strip to present your thoughts. Check these apps and web tools to create
your comic strip: http://www.educatorstechnology.com/2017/05/some-of-best-web-tools-and-mobile-apps.html

Activity 4 Helpless?
All young people should have easy access to help and advice whenever they need it. In addition to specialized
helplines 3, peer support plays an important role for many young people when they find themselves in problematic situations. Discuss this with a partner or in a small group, and write down on sticky notes the different
restrictions the GDPR can bring for you in this respect. Then take a photo of all notes.
1 http://www.privacy-regulation.eu/en/8.htm
2 http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU%20Kids%20II%20(2009-11)/EUKidsOnlineIIReports/ShortSNS.pdf
3 Check which helplines exist in your country: https://www.betterinternetforkids.eu/web/portal/practice/helplines/statistics or
https://www.childhelplineinternational.org/child-helplines/child-helpline-network/
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3. Stepping into the future
Activity 1 Immerse yourself
Virtual Reality is increasingly popular and offers us a whole new immersive experience. And contrary to
prevailing opinion, VR isn’t only about gaming and playing. There are more and more VR apps that offer unforgettable educational experiences.
Have you tried Virtual Reality yet? If so, work with a partner to share your impressions. If not, do a little
research for yourself to find answers to some of the following questions. How can VR impact our rights,
including protection of our personal data? What opportunities does it bring? How can it affect learning and
collaboration possibilities?
Consider also the risks. Why are VR handset manufacturers setting age limits? Create a comic strip presenting
your thoughts on the above. Check these apps and web tools to create your comic strip: http://www.educatorstechnology.com/2017/05/some-of-best-web-tools-and-mobile-apps.html.

Activity 2 Be a smart pilot!
Drone technology has been on the rise recently and these small unmanned vehicles are currently amongst the
most trendy gifts for kids. Taking the role of a pilot and flying a drone can be fun, but there are also important safety considerations. Some drones have cameras and allow tracking apps. Discuss with a partner or in a
small group the privacy issues this could raise. How can drones invade the privacy of others? Note 5 tips on the
responsible use of drones. For information on drone safety check http://dronerules.eu, the video at https://
youtu.be/5Xs_eVx4nuw and the poster at https://www.easa.europa.eu/system/files/dfu/213888_EASA_DRONE_
POSTER___v5.pdf.
Resources: You can get some very useful information and advice on drones at https://www.easa.europa.eu/
system/files/dfu/Q%26A_Commission_Drones.pdf.

Activity 3 Selfie on the go
If you look at the Internet minute image on the next page, you will see that 1.8 million snapshots are taken
worldwide every minute, and many of these will very likely be selfies. Millions of selfie photos are shared every
day on various social media platforms. Selfies account for almost 1/3 of all photos taken by young people in
the 18-24 age group, according to data from Samsung 1. Have you ever thought about the impact this may be
having on our self-image, our authenticity? Could selfies be used to help create a positive self-image, identity
and reputation?
Now think about the privacy and online reputation issues that selfies can raise. Keep in mind that it’s not only
Facebook and Snapchat that allow you to share photos, but also various connected devices, which then upload
and store your selfies on company servers! Remember that a photo can also reveal your physical location!
Reflect on how parents may be putting their children’s rights at risk by uploading images of them. Work in
a small group to create 2 or 3 memes to share your thoughts. More information on how to create a meme:
https://www.digitaltrends.com/social-media/how-to-make-your-own-meme/.
1 http://www.samsung.com/za/news/local/samsung-selfie-campaign-wins-african-excellence-award/
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Figure 1: What happens in 60 seconds on Internet (http://thebln.com/2017/03/happens-every-minute-internet-2017/)

Activity 4 Smart-less Toys?
Today there are already 14 billion connected ‘Internet of Things’ devices. It is forecast that there will be
around 50 billion connected devices in the world by 2020 2. You may already have wearables such as a fitness
tracker or connected watch. Can you think of more examples of such devices?
The Internet of Things (IoT) raises many privacy issues, and connected toys in particular introduce a whole new
set of challenges for children’s rights. Recent months have seen several cases of IoT toys leaking voice recordings and personal information of children. Conversation with a connected teddy bear is not just talking to a toy,
it is talking to the corporation who made the toy!
What opportunities do such devices present to abuse the rights of users, and what happens to the personal data
they gather? In what ways can they put the information of adults at risk too? Discuss in a small group what
parents of young children should be aware of. Don’t forget to take into consideration aspects related to children’s development and their emotions when interacting with a connected robot. Write down 5 tips regarding
precautions parents and guardians should take when buying Internet-connected toys.
2 http://spectrum.ieee.org/tech-talk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-is-outdated
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Activity 5 VIDEO-net
It is estimated that by 2020 an overwhelming 80% of Internet traffic will be video content. Video content already
accounts for 64% of all web content in the USA 3.
The potential for this type of content is enormous. As it is revolutionizing the Internet, it will also have an
impact on our rights and responsibilities. How can we create online spaces that build on respect and trust?
Work in a small group to construct a mind map presenting different ethical issues linked to creating or even
just watching online videos. Think about the topic from the perspective of creators, developers and contributors,
as well as users sharing content. And finally, what obligations should service providers such as YouTube and
Facebook put into place? To create your mind map, check out the free open source mind mapping software at
https://cloudsmallbusinessservice.com/blog/best-open-source-mind-mapping-software-254388.html.
Activity suggestion: try creating a short video clip without showing any images of people. You may find
InstaLive or Musical.ly useful.

Activity 6 The Internet Tower of Babel
The online world is certainly not a very balanced space when it comes to the language of the content. Out of
approximately 6,000 languages used worldwide today, the top ten languages account for 82% 4 of online content. A study from 1997 suggested that 80% of www content was in English; at present English is believed to
account for approximately 55%, with just 6.19% of content in Russian, for example, and 4.4% in Chinese.
What could this mean for speakers of other languages? How are the above facts impacting our right to speak
our national language and practice our own culture? On the other hand, reflect also on the support the Internet
brings for language learners. In a small group, create a poster explaining challenges and opportunities in this
area. Check these free online poster-makers to create your poster: http://listoffreeware.com/list-of-free-onlineposter-makers/.

3 http://www.smartinsights.com/digital-marketing-platforms/video-marketing/video-account-80-internet-traffic-2020-chartoftheday/
4 https://www.languagetesting.com/blog/commercial/the-digital-language-divide
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4. Time for action!
Human rights are best respected and appreciated when we know them, stand up for them and apply them in
our lives. They cannot be defended by legal measures alone. They need to be protected and safeguarded by
everyone, including children and young people. Although the final text of the GDPR has been adopted, it is
not too late to act! The Regulation shall only apply from May 2018. Before this date, EU member states are to
prepare clear guidelines on their implementation, including the issue of parental consent. To do this properly,
they should ensure that the guidelines are evidence-based and that all parties involved have been consulted,
especially young people because they are the ones whose opportunities the GDPR may affect significantly.
Join other European teenagers in creating an online scrap book about your rights on the Internet; you and
others will be able to use the contents to make sure that your voice is heard loud and clear! Article 12 1 of the
UNCRC states that children have a right to be heard in all matters affecting them. This is your opportunity to
exercise your right to participation and freedom of expression!
You can upload your creations to Facebook, Google+, Instagram, Pinterest, Tumblr or Twitter, using one of our
three hashtags: #GDPRHaveYourSay, #GDPR or #childrights. Your ideas will help raise the interest of other
European teens and wake up the public to the impact the GDPR will have on children’s rights. They will also
showcase some of the bigger challenges children have to tackle online today. The most proactive contributors to
the scrap book will be invited to help build a charter of online rights from the contents. This will highlight the
top digital rights that young Europeans have identified as the GDPR begins taking effect on their lives.

Activity 1 Plan a campaign
Now it is time to let your creativity flow and make your voice heard! In a group, design a poster and come up
with a slogan defending the rights you think may be at risk due to the parental consent requirement of the
GDPR. To design your poster, check these free online poster-makers: http://listoffreeware.com/list-of-free-online-poster-makers/.

Activity 2 Come up with solutions
Providers of information society services play an important role in ensuring that online participation of young
people is as safe as possible. You should be offered tools to help you make the right choices about your privacy
and safety. Work with a partner or in a small group to come up with some safety solutions that could be
implemented instead of raising the threshold age to 16 for parental consent. Create two or three memes to
present your ideas. You can find more information on how to create a meme at https://www.digitaltrends.com/
social-media/how-to-make-your-own-meme/

1 https://downloads.unicef.org.uk/wp-content/uploads/2010/05/UNCRC_summary-1.pdf
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Activity 3 Act locally
In a group, think of ways in which you can bring up the topic of children’s digital rights at school and in your
local and online communities. Remember that local actions translate into global effects! Here are some ideas:
• Organize a debate on the impact of the GDPR with some of your friends or classmates, to be held in school
or in your community.
• Talk to teachers using ICT in the classroom, to explain to them the upcoming issue and discuss with them
how they could support your efforts.
• Present a workshop to parents on digital rights of young people.
• Identify a youth-focused organization in your area and talk to them about the issue.
• Lobby MEPs to get their support.
• Contact local media to draw their attention to the subject and help you attract new supporters.
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Peer reflection activities – for
teachers and youth leaders
Children and young people are often unaware of their rights. As teachers, youth leaders and parents, we need
to encourage them to reflect on their rights, how they are challenged both on and offline, and what they can do
about it when their rights are not being respected. This kit has been created for use in a peer-to-peer context
and provides plenty of ideas for activities and actions children and young people can undertake in their school
and community. Besides promoting reflection on emerging technologies that will continue to radically change
the way we think, act and interact, the proposed activities will also help open the discussion on measures
alternative to those of the GDPR to protect the privacy and personal data of young people and encourage them
to take action.
Although most activities will require approximately 30 - 40 minutes, some could be spread over several lesson
slots. Feel free to pick activities you feel will be most appropriate for the young people you work with, or
let them choose the activities that interest them the most. Together you can make a difference for today’s
generation and others to come.
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Glossary of terms
Come into effect – begin to apply, to become valid
Consent – permission
Drone – an unmanned aircraft that is controlled
remotely by someone on the ground, also called
unmanned aerial vehicles (UAVs) or unmanned aircraft
systems (UASes)
European member states – countries that are
members of the European Union
Evidence-based – supported by scientific research
General Data Protection Regulation (GDPR) –
a legal framework which sets guidelines for the
collection and processing of personal information of
individuals within the European Union
Hashtag – a word or phrase preceded by the symbol
# that classifies or categorizes the accompanying text
(such as a tweet). More information on hashtags at
https://spark.adobe.com/blog/2016/11/30/what-youneed-to-know-about-hashtags/
Helplines – help and support services for children,
where they can raise issues that worry them and
receive professional advice
Human rights – the fundamental rights that humans
have by the fact of being human; supported by several
international declarations
ICT – information and communication technologies
Internet of Things (IoT) – a concept where everyday
physical objects are connected to the Internet and are
able to talk to other devices
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Meme – a meme spread online could be just about
anything that is voluntarily shared, including phrases,
images, rumors and audio or video files. More
information on how to create a meme: https://www.
digitaltrends.com/social-media/how-to-make-yourown-meme/
MEP – member of the European Parliament
Mind map – a diagram for representing concepts,
ideas and connections between them
Minors – a person under a certain age (generally 18),
considered by law to be too young to have the legal
responsibilities of an adult
Personal data – data related to an individual who
can be identified, located or contacted through that
data
Privacy – a person’s right to keep his/her personal
topics secret and free from surveillance
Right to be forgotten – a concept that individuals
have the right to request that their personal
information be removed from the Internet
Third parties – someone who may be indirectly
involved, but is not a principal stakeholder
Tracking app – an application which allows someone’s
whereabouts to be followed
Virtual Reality – an artificial world of images and
sounds created via computer software

Useful resources
http://ec.europa.eu/justice/data-protection/
for further information about the General Data Protection regulation. Other useful info is available at https://
en.wikipedia.org/wiki/General_Data_Protection_Regulation
http://www.privacy-regulation.eu/en/8.htm
information on Article 8 of the GDPR
https://www.betterinternetforkids.eu/
information and resources from the Insafe network which aims to make Internet a better place for children
and teens
http://blogs.lse.ac.uk/mediapolicyproject/2016/03/01/eu-general-data-protection-regulation-article-8-has-anyone-consulted-the-kids/
a blog posted by a British expert on possible impacts of the GDPR
http://www.webwewant.eu
activities on topical issues including privacy, creativity, the online/offline me… created by teens for teens, with
lesson plans for teachers
https://www.youtube.com/watch?v=PwrZtkmGS30
a Pantallas Amigas video* (in Spanish) about children’s/teens’ right to express opinions on decisions affecting
their activity on Internet
https://www.youtube.com/watch?v=GIkEUPQjJfo
a Pantallas Amigas video* (in Spanish) illustrates how the GDPR could affect privacy, as it talks about geolocation-embedded images
*Could be sub-titled in other languages upon request
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#GDPRHaveYourSay #GDPR #childrights

